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Abstract

While graph-derived signals are widely used in tabular learning, existing studies typically
rely on limited experimental setups and average performance comparisons, leaving the
statistical reliability and robustness of observed gains largely unexplored. Consequently, it
remains unclear which signals provide consistent and robust improvements. This paper
presents a taxonomy-driven empirical analysis of graph-derived signals for tabular machine
learning. We propose a unified and reproducible evaluation method to systematically
assess which categories of graph-derived signals yield statistically significant and robust
performance improvements. The method provides an extensible setup for the controlled
integration of diverse graph-derived signals into tabular learning pipelines. To ensure a
fair and rigorous comparison, it incorporates automated hyperparameter optimization,
multi-seed statistical evaluation, formal significance testing, and robustness analysis under
graph perturbations. We demonstrate the applicability of the method through an extensive
case study on a large-scale, imbalanced cryptocurrency fraud detection dataset. The
analysis identifies signal categories providing consistently reliable performance gains and
offers interpretable insights into which graph-derived signals indicate fraud-discriminative
structural patterns. Furthermore, robustness analyses reveal pronounced differences in how
various signals handle missing or corrupted relational data. These findings demonstrate
the proposed taxonomy-driven evaluation method’s practical utility for fraud detection
and illustrate how it can be applied in other application domains.

Keywords: graph-derived signals; tabular machine learning; graph signal taxonomy;
statistical significance; robustness analysis; fraud detection

1. Introduction
Graph-structured data provide rich contextual information that is typically not cap-

tured with classical tabular machine learning pipelines. Such data arise naturally in many
real-world applications, including fraud detection, social networks, biological networks,
and knowledge graphs. Classical tabular machine learning models are typically developed
under an independent and identically distributed (i.i.d.) assumption and are widely used
in practice; data that violate this assumption can distort analysis and modeling when
relational dependencies are ignored [1]. Consequently, modern tabular pipelines rely on
feature engineering to compensate for missing relational structure [2]. For graph-structured
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data, graph-derived signals are quantitative representations extracted from graph structure
and provide a principled way to model these dependencies, enriching machine learning
pipelines with relational information [3].

This shift toward graph-derived signals places them squarely within modern tabular
learning pipelines, where predictive performance is increasingly driven by representation
quality rather than model complexity. Recent benchmarks in tabular machine learning
underscore that predictive performance is often governed more by a model’s inductive
biases and the quality of its input features than by architectural complexity alone [4].
Although these findings are derived from classical tabular settings without explicit graph
structure, they provide a strong data-centric motivation for prioritizing high-quality feature
representations over purely end-to-end architectures. In graph-structured domains, this
perspective naturally motivates the use of explicitly extracted graph-derived signals as
informative feature representations within tabular pipelines. A rigorous data-centric
evaluation reinforces this perspective, demonstrating that after expert, dataset-specific
feature engineering, performance gaps between advanced models shrink considerably,
shifting the critical focus from model selection to representation quality [5].

Despite this critical insight, the evaluation and application of graph-derived signals of-
ten lack a similarly principled, data-centric foundation. Their empirical benefit is frequently
assessed through limited, ad hoc experimental setups that report average performance
improvements over a narrow set of configurations. Such narrowly defined benchmarks risk
drawing biased conclusions, as model rankings and reported gains can be highly sensitive
to specific preprocessing choices and evaluation protocols [6]. This practice leaves key
questions unanswered: Are reported gains statistically reliable and reproducible across
random seeds? Are they robust to variations in graph structure or sampling? Furthermore,
given the vast and heterogeneous space of possible graph-derived signals, it is often un-
clear a priori which graph-derived signals are most informative for a specific downstream
application task. Consequently, a shift toward evaluation methods that explicitly assess
robustness and statistical reliability is crucial for a meaningful comparison of these learning
approaches [5]. This lack of systematic evaluation complicates principled model design
and poses challenges for drawing reliable conclusions in the field.

Recent methodological research in other technical domains similarly emphasizes the
importance of systematic modeling and quantitative evaluation. For example, precision
modeling in multi-camera measurement systems [7] and data-driven structural monitoring
approaches for engineered infrastructure [8] illustrate the broader relevance of rigorous
evaluation frameworks when analyzing complex structured systems.

To enable reliable progress, we argue that systematic analyses must (i) compare
different types of graph-derived signals under a unified evaluation method, (ii) explicitly
account for randomness in data splits and model training, and (iii) assess whether observed
improvements are statistically significant and robust to structural changes in the underlying
graph rather than incidental. In the absence of such analyses, practitioners face uncertainty
when selecting graph-derived signals from a large and heterogeneous design space for
downstream tabular learning tasks.

To navigate this vast design space, a taxonomy-driven perspective is essential, which
will enable graph-derived signals to be grouped according to the type of graph information
they encode. Such an organization supports principled comparison, improves the inter-
pretability of empirical results, and facilitates task-specific signal selection across a large
design space.

To address these challenges, we conducted a systematic, taxonomy-driven analysis of
graph-derived signals in tabular machine learning. Specifically, we evaluated representative
graph signal types across multiple information categories using a reproducible Systematic

https://doi.org/10.3390/app16052624

https://doi.org/10.3390/app16052624


Appl. Sci. 2026, 16, 2624 3 of 38

Evaluation Method (SEM) that incorporates multi-seed evaluation, robustness analysis
under graph perturbations, and formal hypothesis testing. Rather than ranking individual
methods, this study aimed to assess the statistical relevance and robustness of different
classes of graph-derived signals with respect to specific downstream application tasks
under controlled conditions. The core contribution of this work is a statistically grounded
evaluation method that enables reliable, interpretable, and robustness-aware comparisons
of graph-derived signals for tabular learning.

We demonstrate the proposed evaluation method through a practical case study in
cryptocurrency transaction fraud detection. While the quantitative findings are necessarily
specific to this domain, this application serves as a representative and challenging bench-
mark that illustrates the general applicability of the proposed evaluation method. In this
fraud detection setting, relational dependencies between entities encode information that is
not accessible to transaction-level features alone, as illicit activity often propagates through
complex chains of interactions. By instantiating the methodology on this high-stakes task,
we demonstrate how statistically grounded insights can be obtained within a concrete
graph-augmented tabular learning setting.

Our evaluation was conducted on the Elliptic Bitcoin Dataset [9], a commonly used
large-scale, temporal, and highly imbalanced benchmark that reflects key challenges of real-
world fraud detection. We analyzed different categories of graph-derived signals, including
proximity-based signals that capture local neighborhood information and structural signals
that encode broader role-based patterns, to assess when and how relational information
contributes measurable value beyond tabular baselines that do not incorporate graph-
derived signals.

Beyond serving as a methodological demonstration, this case study offers a statistically
grounded assessment of the practical utility of graph-derived signals in a security-critical
application. By combining multi-seed evaluation with formal significance testing, we
identify which categories of graph-derived signals yield consistent and statistically reliable
performance gains in this setting. Moreover, the taxonomy-driven analysis facilitates inter-
pretation by linking different signal categories to characteristic fraud-related patterns, such
as the propagation of illicit activity through local neighborhoods. Finally, robustness exper-
iments under controlled graph perturbations reveal substantial differences in how signal
categories degrade under missing or corrupted relational data, highlighting robustness as a
key criterion for practical signal selection.

Through this case study, we address the following research questions to investigate
the utility, robustness, and interpretability of graph-derived signals within a representative
tabular learning setting:

• RQ1 (Utility): Do graph-derived signals provide statistically significant performance
improvements over tabular baselines that do not incorporate explicit graph-derived
information, and does this effect vary across different categories of graph information?

• RQ2 (Robustness): How robust are the performance gains from different graph signal
categories to controlled degradation (e.g., random edge removal) in the underlying
graph structure?

• RQ3 (Taxonomy Guidance): To what extent does a taxonomy-driven organization of
graph signals facilitate interpretable, category-level insights that can inform signal
selection in graph-augmented tabular learning?

The remainder of this article is organized as follows. Section 2 provides an overview of
the proposed evaluation method and its conceptual foundations. Section 3 introduces the
detailed evaluation method and statistical methodology. Section 4 reviews related work on
graph-based features and representation learning, while Section 5 presents the taxonomy
of graph-derived signals that guides our analysis. Section 6 describes the fraud detection
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case study based on the Elliptic Bitcoin dataset. Section 7 details the experimental setup,
including classifiers, data splits, and evaluation metrics. Section 8 reports and analyzes
the experimental results, including robustness and statistical significance analyses. Finally,
Section 9 concludes the paper and discusses implications for future research.

2. Overview of the Proposed Evaluation Method
The SEM introduced in this work is designed both as a methodological framework and

as a practical tool for the systematic use of graph-derived signals in supervised tabular ma-
chine learning. Beyond providing a conceptual evaluation method, SEM is accompanied by
a fully documented and publicly available implementation that enables direct application
to graph-augmented learning tasks.

The full pipeline, including graph signal generation, standardized feature con-
struction, multi-seed supervised evaluation, statistical validation, and robustness anal-
ysis under controlled graph perturbations, is implemented and released as an open
framework. The implementation is publicly available on GitHub (https://github.com/
graph-eval/graph-eval-protocol, accessed on 5 March 2026) and archived on Zenodo
(https://doi.org/10.5281/zenodo.18351526, accessed on 5 March 2026) to support repro-
ducibility and reuse. The repository contains configuration templates, environment specifi-
cations, and workflow descriptions that allow practitioners to adapt the pipeline to their
own graph-based application domains. The Zenodo archive additionally provides the
generated graph-derived signals and intermediate artifacts from the Elliptic case study.

SEM is intentionally designed to be task-agnostic and adaptable to any supervised
learning scenario where data can be represented as a graph. The framework supports
practitioners in systematically identifying which graph-derived signals provide statistically
reliable and robust improvements for a given prediction task. In contrast to ad hoc feature
engineering, SEM combines a taxonomy-driven organization of graph signals with a
structured procedure for signal selection, validation, and interpretation under controlled
experimental conditions. Because the utility of specific graph-derived signals depends
on the prediction task and data characteristics, this systematic evaluation is essential for
identifying signals that provide reliable benefits in a given application.

Conceptually, SEM addresses a common practical challenge: when graph-structured
data are available, it is often unclear how relational information should be extracted and
integrated into supervised learning pipelines in a principled and effective way. SEM en-
ables statistically grounded comparisons that help distinguish robust and reproducible
gains from random variation. Moreover, by organizing graph-derived signals into inter-
pretable categories and evaluating them at the feature level, SEM supports transparent
reasoning about which types of structural information contribute to predictive performance.
This makes the framework particularly relevant for high-stakes or data-sensitive applica-
tions where reliability and interpretability are critical, especially in graph-based settings
where noise, missing relations, or evolving structures can substantially affect downstream
performance and robustness-aware evaluation becomes essential.

The following sections describe the conceptual foundations, data flow, and algorithmic
structure of the proposed evaluation method. To make the protocol more accessible beyond
domain experts, a step-by-step illustrative example with minimal input data is provided in
Appendix A.

2.1. Data Flow Overview

Figure 1 provides a workflow-oriented view of the method stages introduced in
Section 2.2. Conceptually, the method can be viewed as a transformation pipeline from raw
graph and tabular data to statistically grounded conclusions about signal utility.
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Stage 1—Input

•	 Graph Data
•	 Tabular features
•	 Labels

Optional: Graph  
Perturbation  
(Robustness Setup)

Stage 2—Taxonomy-Guided 
Graph Signal Generation

•	 Multi-category
•	 Indicators and vector 

embeddings

Stage 3—Standardized 
Feature Artifacts

•	 Feature bundles
•	 Fixed splits
•	 Multi-configuration variants

Stage 4—Controlled 
Supervised Evaluation

•	 Hyperparameter (HP) 
optimization

•	 Multi-seed runs (fixed HPs)
•	 Decision threshold tuning

Stage 5—Statistical Validation

•	 Paired significance tests
•	 Robustness analysis
•	 Trimmed performance 

aggregation

Stage 6—Output

•	 Signal utility assessment 
and insights

Figure 1. Overview of the proposed evaluation method for taxonomy-guided graph signals. Solid
arrows denote the core pipeline, while dashed arrows indicate optional robustness extensions via
graph perturbations.

2.2. Method Stages

At a high level, the evaluation method consists of the following stages:

1. Input data foundation: A transaction graph together with associated tabular node
features and labels forms the common input basis for all experiments.

2. Taxonomy-guided graph signal generation: Graph-derived signals are generated
according to a structured taxonomy, including centrality-based indicators, community-
related features, and node embeddings that capture structural or proximity information.

3. Standardized feature artifacts: Tabular base features and graph-derived signals are
merged into standardized feature artifacts with identical and fixed data splits across
all baseline and graph-augmented configurations. These artifacts serve as consistent
inputs for all downstream classifiers to ensure comparability and are reused across
classifiers and experimental runs without recomputation.

4. Controlled supervised evaluation: The hyperparameters of each classifier are opti-
mized once on validation data and subsequently fixed for all multi-seed evaluations
to prevent optimization bias. Models are then evaluated across multiple random
seeds to quantify performance variability. Decision thresholds are tuned in a con-
trolled manner.

5. Statistical validation: Performance differences between baseline and graph-augmented
settings are assessed using paired statistical tests, specifically McNemar’s significance
test, combined with robust aggregation across seeds and stability analysis.

6. Final assessment and robustness analysis: Statistical validation results and robustness
analyses are combined into a final, statistically grounded assessment of signal utility,
stability, and robustness.

This staged design ensures that observed improvements can be attributed to the evalu-
ated signals rather than to differences in data splits, optimization bias, or random variation.
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2.3. Method Logic (Pseudocode)

The core logic of the evaluation method is summarized in Algorithm 1.

Algorithm 1: Systematic Evaluation Method (SEM) pipeline
Input: Graph G, tabular features X, label vector y, classifier set C, taxonomy T
Output: Statistically grounded assessment of signal utility and robustness
Construct set of graph variants G ← {G};
if robustness analysis enabled then

Generate perturbed graphs and update G ← G ∪ {G(1), . . . , G(K)};

foreach graph variant G̃ ∈ G do
Generate graph-derived signals S using taxonomy T ;
Optionally generate perturbed graph variants for robustness analysis;
Construct augmented feature artifacts A← merge(X, S);
Use identical data splits across baseline and all signals;
foreach classifier c ∈ C do

Optimize hyperparameters of c on validation data;
Fix best hyperparameters θ∗c ;
foreach random seed s do

Reuse fixed hyperparameters θ∗c across seeds; Train c on A using seed s;
Evaluate performance on test data;
Store performance score;

Aggregate performance across seeds (Algorithm 2);

foreach graph signal g do
foreach classifier c ∈ C do

Compare predictions from tabular-only features X vs. augmented
features A = [X|S] under identical splits; Apply McNemar
aggregation (Algorithm 3);

Evaluate robustness under graph perturbations;
return Assessment of statistically significant, stable, and robust graph signals;

Algorithm 2: Trimmed mean aggregation across seeds

Input: Score vector s = {s1, . . . , sS}
Output: Trimmed mean score
if S ≤ 2 then

return mean(s); // fallback for degenerate cases

ssorted ← sort(s);
Remove smallest and largest element from ssorted;
return mean(ssorted);

https://doi.org/10.3390/app16052624
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Algorithm 3: Seed-wise aggregation of McNemar test results

Input: True labels {y(s)}, baseline predictions {ŷ(s)base}, augmented predictions

{ŷ(s)aug}, significance level α

Output: Counts of significant improvements and degradations
sigimp ← 0;

sigdeg ← 0;

foreach seed s do

b← ∑i 1
[
(ŷ(s)base,i = y(s)i ) ∧ (ŷ(s)aug,i ̸= y(s)i )

]
;

c← ∑i 1
[
(ŷ(s)base,i ̸= y(s)i ) ∧ (ŷ(s)aug,i = y(s)i )

]
;

if b + c = 0 then
continue; // no discordant pairs

χ2 ← (|b− c| − 1)2

b + c
; // continuity correction

p← 1− Fχ2
1
(χ2);

if p ≤ α then
if c > b then

sigimp ← sigimp + 1;

else
if b > c then

sigdeg ← sigdeg + 1;

return (sigimp, sigdeg)

3. Methodology: Evaluation Method for Graph Signal Analysis
We propose a reproducible and configurable evaluation method (SEM), designed

to assess the statistical impact of graph-derived signals when integrated into classical
tabular machine learning pipelines, with a design that supports reuse across transactional
and non-transactional graph learning tasks. SEM is task-agnostic and enables systematic
comparisons between baseline models and models augmented with graph-derived signals.

The evaluation method supports the flexible selection of subsets of graph-derived
signals drawn from a predefined taxonomy of graph information types. In our experiments,
we consider a diverse set of graph-derived signals, including features and embeddings
spanning centrality, cohesion, community, proximity, spectral properties, structural role
information, and neighborhood-based information (see Section 5).

To ensure statistically reliable conclusions, SEM explicitly accounts for randomness in
both data splitting and model training. Multiple random seeds are applied consistently
across baseline and graph-augmented configurations, enabling run-level comparisons.
The evaluation method further supports experiments on multiple graph variants derived
from the same underlying entities, such as perturbed graphs obtained through edge re-
moval, allowing robustness analyses under structural changes.

In addition to standard multi-seed evaluation, SEM explicitly supports robustness
analysis under controlled structural perturbations of the input graph. In this work, robust-
ness is assessed by systematically removing a predefined fraction of edges prior to graph
signal generation, allowing the sensitivity of different graph signal categories to degraded
graph structure to be analyzed under otherwise identical experimental conditions.

For fair model comparison, each classifier underwent automated hyperparameter op-
timization based on Bayesian optimization using the Tree-structured Parzen Estimator [10].
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Optimization was performed using cross-entropy loss, which is well suited for highly
imbalanced classification settings. Depending on the classifier, additional mechanisms
such as class weighting, resampling strategies, feature normalization, embedding-specific
dimensionality reduction, architectural choices (where applicable), and model-specific
regularization were considered during optimization. Importantly, all preprocessing steps
were optimized in a model-aware manner and fitted exclusively on the training data to
avoid information leakage.

All optimized models were evaluated on identical training–validation–test splits,
ensuring comparability across feature configurations. Detailed results are stored in a struc-
tured format that enables automated downstream analysis. In particular, the evaluation
method supports the following:

(i) Aggregation of performance metrics across random seeds using trimmed aggregation
to reduce the influence of outlier runs;

(ii) Stability analysis via standard deviation estimates;
(iii) Statistical hypothesis testing to assess whether observed performance differences

between baseline and graph-augmented models are statistically significant;
(iv) Computation and storage of model-specific feature importance scores for post

hoc analysis.

Graph-derived signals were concatenated with task-specific base features, resulting in
an augmented tabular representation. This unified representation can then be processed
with standard classifiers.

Trimmed Performance Aggregation: To reduce the influence of outlier runs and obtain
robust performance estimates, we aggregate F1-scores (harmonic mean of precision and
recall) across random seeds using a symmetric trimmed mean, discarding the highest and
lowest seed-level scores. Trimmed means are robust estimators of central tendency that are
less sensitive to outliers than the arithmetic mean [11].

Specifically, for each fixed classifier–signal configuration (c, g), we collect S = 10 F1-
scores per random seed for both the baseline (transaction-only) model and corresponding
graph-augmented model, where each seed corresponds to one complete experimental run
with identical data split and training conditions. In total, the evaluation considers G = 24
distinct graph signals. All analyses excluded Naive Bayes, as explained in Section 8.1.

Let F(s)(c, g), s ∈ {1, . . . , S} denote the F1-score obtained for classifier c with graph
signal g under random seed s. Analogously, let F(s)

1 (c, base) denote the F1-score of the
corresponding classifier-specific baseline model under the same seed.

To obtain robust performance estimates, we apply a trimmed mean over the S seed-
level scores by removing the minimum and maximum values and averaging the remaining
S− 2 runs. Formally, the trimmed mean F1-score for a given classifier–signal configuration
is defined as

F̄trim
1 (c, g) =

1
S− 2 ∑

s∈Smid

F(s)
1 (c, g)

where Smid denotes the index set of the remaining runs after excluding the lowest and
highest F1-scores across seeds. The trimmed baseline performance F̄trim

1 (c, base) is com-
puted analogously. The performance gain induced by graph signal g for classifier c is then
computed as the difference between the trimmed mean performances:

∆F1(c, g) = F̄trim
1 (c, g)− F̄trim

1 (c, base)

Positive values of ∆F1(c, g) indicate an improvement over the transaction-only base-
line, while negative values indicate degraded performance. This aggregation strategy yields
a robust central tendency estimate that mitigates the influence of extreme seed-dependent
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variations while preserving paired comparability between baseline and graph-augmented
models. All reported F1-score averages and performance differences in Section 8 and
the Appendices B, C, and E were computed using this trimmed aggregation across ran-
dom seeds.

Statistical Significance Testing: To assess whether observed performance differences
are statistically significant, we apply McNemar’s test to paired predictions obtained from
baseline (transaction-only) and graph-augmented models evaluated on identical test splits.
Statistical significance is assessed at the prediction level, while performance differences are
reported in terms of aggregated F1-scores, as described in the previous section.

For a given classifier c, graph signal g, and random seed s, the test compares dis-
cordant prediction outcomes between the baseline and corresponding graph-augmented
model. Let b denote the number of instances where the baseline prediction is correct and
the graph-augmented prediction is incorrect, and let c denote the number of instances
where the baseline prediction is incorrect and the graph-augmented prediction is correct.
The McNemar test statistic with continuity correction is given by

χ2 =
(|b− c| − 1)2

b + c
.

Differences with p ≤ 0.05 are considered statistically significant. McNemar tests are
used descriptively to assess aggregated consistency and direction of effects across runs
rather than as independent discovery claims. The test is applied separately for each of the
S = 10 random seeds, where each seed corresponds to one complete experimental run with
a fixed data split and model initialization. This ensures that statistical comparisons are fully
paired at the prediction level and isolate the effect of incorporating graph-derived signals.

Rather than aggregating p-values across seeds, we summarize statistical evidence
across runs by counting, for each classifier–signal combination, how often a graph-
augmented model yields a statistically significant improvement versus a statistically signif-
icant deterioration relative to the baseline across the 10 seeds. Specifically, for each (c, g)
pair, we record the number of seeds in which the McNemar test indicates a significant
improvement (c > b), and the number of seeds, a significant deterioration (b > c). These
counts form the basis for the aggregated significance analyses and visualizations reported in
Section 8. This aggregation strategy preserves seed-level statistical validity while providing
an interpretable summary of the consistency and directionality of statistically significant
effects across independent experimental runs.

Signal Concatenation and Combined Evaluation: The evaluation method supports not
only the evaluation of individual graph signals but also arbitrary combinations of signals
through concatenation. For any subset of graph signals G ⊆ {g1, . . . , g24} drawn from the
predefined taxonomy, we define the concatenated feature vector for node v as

x(g)
v =

[
xbase

v ∥ x(g1)
v ∥ · · · ∥ x

(g|G|)
v

]
where xbase

v denotes the original transaction features; x(g)
v , the feature vector of graph signal

g; and ∥, the concatenation operator. This design enables the evaluation of the following:

• Individual graph signals (|G| = 1);
• Category-level combinations (e.g., all centrality-based signals);
• Larger multi-signal combinations spanning multiple categories.

All evaluation metrics and statistical tests described above were applied identically to
both individual and concatenated signal configurations, ensuring consistent comparison
across granularity levels. In Section 8, we report the results for both individual graph signals
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and category-level concatenations; for example, ‘Centrality’ denotes the concatenation of
all five centrality-based indicators listed in Table 1.

Table 1. Representative graph signals categorized by taxonomic family with corresponding references.

Category Method Description

Centrality

Degree Centrality [12] Number of incident edges
PageRank [13] Recursive importance scoring
Betweenness Centrality [12] Fraction of shortest paths through node
Eigenvector Centrality [14] Importance based on neighbors’ importance
Closeness Centrality [12] Inverse average shortest path length

Cohesion

Clustering Coefficient [15] Density of direct neighbors
Core Number [16] Max k such that node belongs to k-core
Triangle Count [17] Number of triangles involving node
Average Clustering [15] Mean clustering coefficient of neighbors

Community
Louvain [18,19] Modularity-maximizing community detection
Leiden [20] Improved Louvain with refinement
Infomap [21] Information-theoretic community detection

Proximity

DeepWalk [22] Random walks + Skip-gram
node2vec (BFS) [23] Biased walks emphasizing breadth (BFS: breadth-first search)
node2vec (DFS) [23] Biased walks emphasizing depth (DFS: depth-first search)
node2vec (balanced) [23] Balanced BFS/DFS exploration

Spectral Spectral Embedding [24] Laplacian eigenmap embeddings

Structural Role
ffstruc2vec [25] Structural identity via flat similarity graph
GraphWave [26] Spectral graph wavelet embeddings
role2vec [27] Role-based node embeddings

GNN-based
Neighborhood
Features

GCN [28] Graph Convolutional Network
GAT [29] Graph Attention Network
GCL [30] Graph Contrastive Learning (BGRL-style)

4. Related Work
4.1. Classical Graph Indicators

Classical graph indicators have long been used as hand-crafted features to characterize
node importance and local connectivity patterns in complex networks. Common examples
include degree-based measures, centrality metrics such as PageRank and betweenness
centrality, as well as clustering coefficients capturing local transitivity. These features
provide interpretable summaries of node-level structures and have been widely applied in
graph-based classification and fraud detection settings (see, e.g., Network Science [31]).

Community detection methods extend this perspective by capturing mesoscopic graph
structure through partitioning nodes into densely connected groups. Algorithms such as
the Louvain method [19], Infomap [21], and the Leiden algorithm [20] have been shown to
produce stable and high-quality community assignments and are frequently used to derive
node-level community features in large transaction networks.

4.2. Proximity-Based Node Embedding Methods

Unsupervised node embedding methods aim to learn continuous vector representa-
tions that preserve graph proximity and local neighborhood relationships. Random-walk-
based approaches such as DeepWalk [22] and node2vec [23] generate node sequences via
truncated random walks and learn embeddings by modeling node co-occurrence. These
methods represent a widely adopted class of unsupervised embedding techniques for
learning node representations from the graph.

https://doi.org/10.3390/app16052624
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4.3. Structural and Role-Oriented Embedding Methods

Beyond proximity preservation, a class of approaches explicitly focuses on capturing
structural similarity or node roles, independent of local neighborhoods. These methods
aim to group nodes with similar structural functions rather than relying on direct neighbor-
hood overlap.

These approaches primarily differ in how structural similarity is operationalized and
encoded through their algorithmic design choices. Representative examples include Graph-
Wave [26], which leverages spectral graph wavelets to encode structural signatures across
multiple diffusion scales, as well as role-based embedding methods such as role2vec [27]
and ffstruc2vec [25], which model structural identity by capturing similarities in node roles.

4.4. Spectral Graph Embeddings

Spectral embedding techniques derive node representations from eigenvectors of the
graph Laplacian, providing a principled global view of graph structure. By projecting
nodes into a low-dimensional space spanned by non-trivial eigenvectors, spectral methods
capture connectivity patterns beyond immediate neighborhoods. While computationally
demanding for large graphs, spectral embeddings remain a foundational approach in graph
representation learning (e.g., Spectral Graph Theory [24]).

4.5. Graph Neural Networks and Graph Contrastive Learning

Neighborhood-based aggregation is commonly realized through Graph Neural Net-
works (GNNs), which iteratively propagate and aggregate information from local neighbor-
hoods to learn node representations. Canonical instances include Graph Convolutional Net-
works (GCNs), which employ normalized linear aggregation of neighboring features [28],
and Graph Attention Networks (GATs), which extend this paradigm by learning adap-
tive, attention-based weighting schemes over neighbors [29]. These architectures have
demonstrated strong performance across a wide range of node classification tasks.

More recently, Graph Contrastive Learning (GCL) has emerged as a self-supervised
representation learning paradigm that aims to learn robust node embeddings by contrasting
different augmented views of graph data. Representative approaches, such as Bootstrap
Graph Representation Learning (BGRL) [30], a bootstrap-based contrastive method that
avoids explicit negative samples, have shown promising results in downstream tasks.

4.6. Graph-Augmented Tabular Learning and Robustness

Recent work has begun to consider robustness and deployment aspects of machine
learning systems in the presence of imperfect data, where dataset quality plays a critical
role. Surveys on dataset quality examine issues such as noise, missing data, and lifecycle
inconsistencies, and discuss evaluation and quality assessment frameworks [32].

At the same time, classical tree-based models remain highly competitive on tabular
data and often outperform deep neural networks in practical scenarios [4]. This has rein-
forced the importance of developing feature representations that can be effectively utilized
by tabular learners. Consistent observations are reported in domain-specific surveys on
blockchain fraud detection, where tree-based methods such as XGBoost frequently achieve
strong performance [33]. Together, these findings motivate approaches that integrate graph-
derived information into tabular models as features rather than relying solely on end-to-end
graph neural architectures. Related work has also explored incorporating relational induc-
tive biases into tabular prediction; for example, TabGSL learns graph structures directly
from tabular data to capture instance and feature relationships [34].

Graph-based representations have also been studied under imperfect data conditions.
Imran et al. [35] compare tabular and graph-based representations in the presence of noise
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and missing values, suggesting that relational information can improve robustness in
specific settings.

Our SEM extends these lines of work by moving from model-level comparisons
to a taxonomy-driven, signal-level evaluation. Instead of focusing on a single modeling
paradigm or data condition, we systematically analyze multiple categories of graph-derived
signals under controlled structural variations. In addition, SEM provides a reproducible
framework integrating multi-seed experimentation, statistical significance testing, and ro-
bustness analyses, enabling evidence-based selection of graph-derived signals for super-
vised learning tasks.

Related surveys in application domains such as healthcare note that, although graph-
based methods can improve predictive performance, their results are often difficult to
interpret and to compare systematically across studies [36]. This observation points to a
broader need for evaluation frameworks that support interpretable and structured analysis
of graph-derived information. SEM contributes to this need by enabling taxonomy-driven
interpretation, allowing results to be analyzed at the level of graph signal categories rather
than only at the level of end-to-end models.

5. Taxonomy of Graph Signals for Tabular Machine Learning
Graph-structured data contain rich relational information that can significantly en-

hance predictive models when integrated into classical tabular machine learning pipelines.
As discussed in the previous section, such relational dependencies motivate the use of
graph-derived signals alongside traditional tabular features [3]. However, the space of
potential graph signals is vast and heterogeneous, ranging from simple local statistics to
complex learned embeddings. In this work, we use the term graph signal to denote any
quantitative representation derived from the graph structure that can be associated with
nodes and integrated into downstream tabular learning models, including hand-crafted
indicators, unsupervised embeddings, and learned neighborhood-based representations.
Without a structured conceptual basis for selecting and evaluating these signals, practi-
tioners face a signal selection problem, as it is often unclear which types of graph-derived
signals are most relevant for a given downstream task.

In recent years, a wide range of graph-based methods have been proposed, capturing
different aspects of network structure. Rather than treating these methods as isolated
techniques, it is useful to organize them according to the type of information they extract
from the graph. This section provides a concise, non-exhaustive taxonomy of graph-related
information that can be incorporated into tabular machine learning models, serving as a
conceptual foundation for the feature selection used in this study.

The taxonomy presented in this section builds on well-established concepts and
recent work in graph representation learning and network analysis [20–31]. It consolidates
commonly used categories of graph-derived signals and serves as a structured conceptual
basis for the comparative evaluation conducted in this study.

We distinguish six broad categories of graph-based information, reflecting different
structural perspectives on the same underlying graph: centrality, cohesion, community
structure, proximity, spectral properties, and structural role information. These categories
are conceptually distinct but complementary, and together, they cover a wide spectrum of
graph signals commonly used in practice. Neighborhood-based features, as exploited by
message-passing architectures such as GNNs, can be viewed as an aggregation mechanism
that combines multiple categories rather than as a separate information type.
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5.1. Centrality-Based Indicators

Centrality-based indicators quantify the importance or influence of nodes within
the network. Typical examples include degree-based measures, PageRank, betweenness,
closeness, or eigenvector centrality. Such indicators capture how prominently a node is
positioned within the overall connectivity structure and often provide strong baseline
signals for downstream classification tasks.

5.2. Cohesion-Related Indicators

Cohesion-related indicators describe the local interconnectedness of a node’s neigh-
borhood. Measures such as clustering coefficients, core numbers, or triangle counts capture
the extent to which a node participates in tightly connected substructures. These signals
are particularly relevant in domains where meaningful differences in local connectivity
patterns reflect distinct behavioral or structural patterns in the graph.

5.3. Community-Based Indicators

Community-related indicators focus on meso-scale structures in the graph. Com-
munity detection methods assign nodes to groups of densely connected subgraphs, pro-
viding coarse-grained structural context. Community membership indicators can serve
as high-level features that summarize a node’s structural environment beyond immedi-
ate neighborhoods.

5.4. Proximity-Based Embeddings

Proximity-based embeddings encode relative closeness between nodes in a latent
space, reflecting similarity induced by graph connectivity. Techniques such as DeepWalk,
node2vec, or related approaches can be used to derive such proximity-based representations
such that nodes with similar connectivity patterns or overlapping neighborhoods are placed
close together in the representation space. These embeddings are effective at capturing
distance-based similarity and local context.

5.5. Spectral Graph Embeddings

Spectral information derives from the eigenstructure of graph-related matrices, such
as the adjacency matrix or the graph Laplacian. Spectral features encode global connectivity
patterns and can capture structural regularities that are not easily observable through local
measures alone.

5.6. Structural Role Embeddings

Structural role information aims to characterize nodes according to their position
within the global topology of the graph, independent of direct proximity. Structural
embedding methods focus on identifying nodes that occupy similar roles, such as hubs,
bridges, or peripheral nodes, even if they are located far apart, as exemplified by approaches
such as struc2vec, GraphWave, role2vec, and ffstruc2vec.

5.7. Graph Neural Networks and Graph Contrastive Learning

GNNs and recent GCL approaches constitute a powerful class of learning mechanisms
that operate on graph-structured data by aggregating and transforming information from
node neighborhoods. In the proposed taxonomy, these methods are viewed as integrative
representation learning paradigms rather than as individual graph signal types. While these
architectures are inherently capable of end-to-end classification, we employ them within
our evaluation method specifically as representation learners to derive high-dimensional
node embeddings, which serve as signals for the subsequent tabular analysis.
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5.8. Selection of Graph Signals and Taxonomy Role

In this work, we selected a set of 24 representative graph-derived signals, with mul-
tiple representatives drawn from each category of the proposed taxonomy (see Table 1).
The selection was guided by considerations of taxonomy coverage, conceptual diversity
within categories, methodological maturity reflected in prior literature, and computational
feasibility on large-scale graphs.

To ensure that the evaluated signals correspond to well-established and conceptually
fundamental families of graph-derived information, we prioritized methods that have
been repeatedly studied and validated in the literature on network analysis and graph
representation learning. For classical graph-derived signals such as centrality, cohesion,
community, proximity, spectral, and structural role measures, we selected methods that are
widely regarded as canonical representatives of their respective families in network science
and graph mining. These signals constitute standard analytical tools for characterizing
local, mesoscale, and global structural properties of graphs and are routinely used as
reference points in empirical network analysis [31]. Their inclusion ensures coverage
of well-established structural descriptors across multiple levels of graph organization.
The evaluated set consists predominantly of methods that are widely used as reference
points in the literature.

Overviews and empirical studies in graph representation learning and GNNs [37,38]
reflect the continued relevance of these signal families. This literature grounding helps
ensure that the evaluated signals represent stable and well-understood families of graph-
derived information rather than transient or highly specialized techniques.

For the GNN-based category, we selected GCNs as a canonical supervised baseline and
GATs as a widely used extension incorporating attention mechanisms. Both architectures
are standard reference models in GNN research and serve as representative supervised
message-passing approaches. In addition, we included GCL in the form of BGRL [30] as a
representative self-supervised approach. BGRL is a well-established instance of bootstrap-
based graph self-supervised learning and serves as a conceptually distinct representative of
the GCL family within our taxonomy-driven evaluation. As with other categories, the goal
was not to identify the single best-performing GCL method, but to include a representative
method from this signal family [39,40].

This study does not aim to provide an exhaustive benchmark of all existing graph-
derived signals. Instead, the focus lies on category-level insights, where individual sig-
nals serve as representatives of broader information types. The taxonomy-driven design
therefore supports conclusions at the level of information categories rather than specific
algorithms and provides the conceptual basis for interpreting the experimental results in
the following sections.

In our experimental setup, GNN- and GCL-based representations were treated consis-
tently with other graph signals by extracting fixed node embeddings from the final encoder
layer. GCN and GAT encoders were optimized in a supervised manner on the node clas-
sification task, whereas GCL was trained using a self-supervised objective. To ensure a
fair evaluation and prevent data leakage, all encoder training was strictly confined to the
respective training splits. All GNN-based representations were generated using a two-stage
procedure consisting of encoder training followed by frozen embedding extraction. This
maintains a clear separation between representation learning and downstream classification
and allows comparisons between supervised, self-supervised, and purely structural graph
signals under a consistent evaluation method.

The impact of adding or replacing signals within a category is inherently task-
dependent, as different prediction tasks may rely on different graph patterns for label
determination. However, signals within the same category are designed to capture related
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types of structural information. Replacing a signal with another method from the same
category would therefore typically preserve the general pattern type being modeled, even
if quantitative results vary. Consequently, the main conclusions of this study are intended
to be interpreted at the level of signal categories rather than individual methods.

Graph signals are computed using fixed, standard parameter settings. This study
focuses on the comparative evaluation of different types of graph-derived signals.

6. Case Study: Fraud Detection on Elliptic Bitcoin Transaction Graph
The proposed taxonomy and graph signal analysis were evaluated in the context of

transaction fraud detection using the Elliptic Bitcoin Dataset, a widely used benchmark
for illicit activity detection in cryptocurrency transaction networks [9]. The Elliptic dataset
represents a temporal directed transaction graph, where nodes correspond to Bitcoin
transactions and edges represent fund flows between transactions. Each node is associated
with a timestamped feature vector and a binary label indicating licit or illicit activity,
with a substantial portion of nodes remaining unlabeled. The graph structure introduces
strong relational dependencies between samples, violating the i.i.d. assumption underlying
classical tabular learning.

In addition to these relational dependencies, it is worth noting that time-series features
capture temporal dynamics of individual transactions, but they primarily model entities
in isolation over time. In contrast, graph-derived signals explicitly encode interactions
between transactions, such as shared neighbors or connectivity patterns. Since illicit activity
often propagates through networks of interacting entities, relational information provides
complementary insights that cannot be captured by purely temporal modeling.

Concretely, the dataset contains 203,769 nodes and 234,355 directed edges, distributed
across 49 temporal snapshots. Among the labeled transactions, the class distribution is
highly imbalanced, with illicit transactions accounting for roughly 2–3% of labeled nodes,
reflecting realistic fraud detection conditions. These characteristics make the Elliptic dataset
a challenging and representative benchmark for evaluating graph-derived signals under
severe class imbalance and structural dependency.

Rather than focusing on a single modeling paradigm, this study investigates how
explicitly extracted graph-derived signals contribute to predictive performance when in-
tegrated into classical tabular machine learning pipelines. Instead of aiming to optimize
end-to-end performance on the Elliptic benchmark or to propose a task-specific fraud
detection model, this case study uses the dataset as a controlled experimental environment
to analyze the contribution of explicitly extracted graph-derived signals. The focus is on
assessing whether the inclusion of graph-derived signals leads to statistically significant
and reproducible performance improvements over a transaction-only baseline, and on
understanding how these effects vary across different graph signal categories. By con-
ducting the evaluation on a well-established and widely used benchmark, the results are
intended to provide general insights into the utility of different graph signal types, rather
than benchmark-specific performance claims.

This experimental framing enables performance differences to be analyzed both across
graph signal categories defined by the proposed taxonomy and at a more fine-grained
level within individual categories, facilitating a structured interpretation of which types of
graph-derived signals—such as centrality, proximity, or structural role information—are
most beneficial for fraud detection under realistic conditions.

7. Experimental Setup
This section describes the concrete experimental setup used to instantiate the proposed

evaluation method (SEM) on the Elliptic fraud detection benchmark. We detail the con-
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sidered classifiers, data splits, evaluation metrics, hyperparameter optimization strategy,
robustness settings, and statistical analysis procedures used to assess the significance of
observed performance differences, ensuring full reproducibility and transparency.

7.1. Prediction Task and Baseline

The prediction task is binary node classification, where each transaction is classified
as licit or illicit based on available transaction-level features. As a baseline, we consider
classical tabular machine learning models trained exclusively on the original transaction
features provided by the dataset, without incorporating any graph-derived signals.

We exclude the native Elliptic graph features, as they are tailored to this specific
benchmark and not intended as general-purpose graph descriptors. Instead, we focus on
general-purpose graph-derived signals to enable a controlled and comparable evaluation
across methods and settings.

Graph-augmented models extend this baseline by concatenating graph-derived signals
with the original transaction features, resulting in an augmented tabular representation
processed by the same classifiers. This design enables controlled, paired comparisons
between baseline and graph-augmented models.

7.2. Classifiers

To ensure broad coverage of commonly used tabular learning paradigms, we evaluated
a diverse set of classifiers with different inductive biases. Specifically, the experimental
setup included linear models, probabilistic classifiers, kernel-based methods, and tree-based
ensemble models.

Concretely, we considered Logistic Regression (LR), Naive Bayes (NB), Support Vector
Classifiers (SVCs) with both linear and radial basis function (RBF) kernels, Multilayer
Perceptrons (MLPs), Random Forests (RFs), and XGBoost (XGB) [41]. This selection covers
a wide range of modeling assumptions, including linear decision boundaries, probabilistic
independence assumptions, margin-based classification, and non-linear ensemble learning.

All classifiers were trained and evaluated under identical experimental conditions to
ensure fair comparison. Each model was optimized independently using automated hyper-
parameter optimization based on Bayesian optimization with a fixed budget of 50 trials per
configuration. No classifier-specific tuning or manual intervention was performed outside
this unified optimization framework.

7.3. Data Splits and Random Seeds

We adopted a transductive evaluation setting following standard protocols in graph
machine learning [28,42], where the full graph structure is assumed to be available during
training, while labels are observed only for the respective training nodes. This design choice
is particularly motivated by the characteristics of the Elliptic dataset, which is known to
exhibit pronounced temporal non-stationarities and regime shifts. Prior analyses of the
dataset report substantial structural and label distribution changes over time, including a
marked transition around later time steps [9]. In such settings, strictly time-based splits
can strongly couple predictive performance to temporal concept drift rather than to the
utility of specific feature representations. Our primary objective is to isolate and compare
the contribution of different categories of graph-derived signals under controlled and
comparable conditions. Stratified random splits therefore enable paired comparisons
between transaction-only and graph-augmented models while maintaining stable class
proportions under severe imbalance and ensuring that performance differences can be
attributed to the signals themselves rather than to temporal regime changes. At the
same time, we acknowledge the explicitly temporal nature of the Elliptic dataset and
view forward-in-time generalization as an important complementary evaluation scenario.

https://doi.org/10.3390/app16052624

https://doi.org/10.3390/app16052624


Appl. Sci. 2026, 16, 2624 17 of 38

However, analyzing temporal generalization under severe concept drift constitutes a
distinct research question that is orthogonal to the taxonomy-driven signal comparison
pursued in this work.

To account for randomness in both data splitting and model training, we performed
all experiments across multiple random seeds. This multi-seed evaluation within SEM
enables run-level paired comparisons between baseline and graph-augmented models,
allowing variability due to randomness to be explicitly quantified rather than implicitly
averaged. Final performance summaries across seeds are reported using trimmed mean
aggregation as described in Section 3. For each seed, the dataset was split into disjoint
training, validation, and test sets using a stratified random split with a 60–20–20 ratio,
and identical split indices were applied across all graph signal configurations.

Hyperparameter optimization was performed once for each classifier and graph sig-
nal configuration using a fixed random seed (seed = 42) for data splitting and model
initialization to ensure reproducibility of the search process. The resulting optimal hyper-
parameters were then fixed and used consistently across all corresponding experiments,
which were evaluated over multiple random seeds (seeds 1–10) to assess variability and
statistical robustness.

7.4. Hyperparameter Optimization

Hyperparameter optimization was performed separately for each classifier and graph
signal configuration using Bayesian optimization with a Tree-structured Parzen Estima-
tor [10], as implemented in the hyperopt framework [6]. The optimization objective was
cross-entropy loss, evaluated on the validation set. Cross-entropy (log loss) is used as
a smooth surrogate objective that enables stable probabilistic optimization, while final
model comparison relies on threshold-tuned F1-scores appropriate for the imbalanced
fraud detection setting. In line with the general framework described in Section 3, classifier-
specific mechanisms such as class weighting, oversampling strategies, feature normaliza-
tion, and embedding-specific dimensionality reduction were included in the optimization
space where applicable.

Each optimization run had a fixed number of 50 trials. The best-performing hyper-
parameter configuration per classifier and graph signal configuration was selected and
subsequently reused across all random seeds to ensure consistent evaluation and avoid
leakage between optimization and testing. To ensure full reproducibility and transparency,
the complete hyperparameter search spaces for all classifiers and the fixed parameters for
all graph signal generators are provided in Supplementary Material Sections S1 and S2,
respectively.

7.5. Evaluation Metrics

Model performance was primarily evaluated using the F1-score, which balances pre-
cision and recall and is widely used for highly imbalanced binary classification, enabling
direct comparison across classifiers and graph signal configurations.

Since the F1-score is threshold-dependent, the decision threshold is not fixed at 0.5.
Instead, it is selected on the validation set to maximize the F1-score and then applied
unchanged to the corresponding test set. This ensures alignment between model selection
and the primary evaluation metric while avoiding test leakage.

We chose the F1-score as the primary metric because fraud detection requires decisions
at a concrete operating threshold. Metrics such as the area under the receiver operating
characteristic curve (ROC-AUC) or the area under the precision–recall curve (PR-AUC)
summarize ranking performance across thresholds, whereas the F1-score evaluates perfor-
mance at the selected operating point.
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To assess whether observed performance differences between baseline and graph-
augmented models are statistically significant, we applied McNemar’s test [43,44] to paired
predictions on identical test splits, considering results with p ≤ 0.05 as statistically signif-
icant. Performance was aggregated across random seeds using trimmed aggregation to
reduce the influence of outlier runs.

7.6. Robustness Experiments Under Graph Perturbations

Edge removal can be interpreted as a controlled structural perturbation that probes
the sensitivity of graph-based methods to changes in connectivity. Perturbation-based anal-
yses are a well-established approach in studying graph vulnerability and robustness [45].
By selectively altering the topology of the graph while leaving node attributes unchanged,
this setup allows us to isolate how strongly different graph-derived signals depend on the
underlying connectivity structure. If a signal encodes task-relevant structural information,
perturbing the graph is expected to affect its utility; conversely, signals that rely less on
specific connectivity patterns may exhibit greater stability. In this sense, edge removal acts
as a diagnostic tool for structural sensitivity.

To assess the robustness of graph-derived signals to structural changes, we performed
additional experiments on perturbed versions of the transaction graph. Perturbations were
introduced by randomly removing a fixed proportion of edges while preserving the original
node set. Specifically, edge removal rates of 25% and 50% were considered to simulate
increasing levels of structural degradation.

Graph-derived signals were recomputed for each perturbed graph variant and eval-
uated using the same experimental configuration as for the unperturbed graph. This
allows the stability of observed performance gains to be analyzed under controlled graph
structure degradation.

7.7. Implementation Details and Reproducibility

All experiments were implemented using a unified experimental pipeline that ensures
consistent preprocessing, model training, and evaluation across configurations. All random
seeds, hyperparameter search spaces, and evaluation scripts were fixed and logged to
enable full reproducibility.

All code and configuration files required to reproduce the experiments reported in this
paper are publicly available, including data preprocessing, graph signal generation, model
training, evaluation scripts, and robustness experiments under graph perturbations. The
complete experimental setup, including configuration files and result logs, was designed
to support automated downstream analysis and statistical evaluation. The experimental
pipeline was implemented in Python, leveraging standard machine learning libraries and
graph processing frameworks such as scikit-learn, XGBoost [41], PyTorch, the Deep Graph
Library [46], and hyperopt [6] for automated hyperparameter optimization. The exact
software environments and dependency versions are provided in the public repository
together with the source code.

8. Experimental Results
8.1. Evaluation Overview and Reading Guide

While the empirical evaluation was conducted on a single large-scale fraud detec-
tion benchmark, the objective of this section is not to maximize task-specific performance
scores, but to systematically investigate the relative utility, statistical reliability, and stabil-
ity of different graph-derived signal categories under a unified and rigorous evaluation
method (SEM).
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This section reports the experimental results obtained by augmenting transaction-
based fraud detection models with graph-derived signals. We first provide an aggregated
comparison between transaction-only baselines and graph-augmented models across all
evaluated classifiers and graph signal configurations, using identical data splits, random
seeds, and hyperparameters obtained from a fixed optimization method to enable fully
paired comparisons. This design enables fully paired, run-level comparisons between
baseline and graph-augmented models.

Performance was measured using the F1-score, reported as the trimmed mean and
standard deviation over multiple random seeds. All results follow the evaluation method
described in Section 7, with the hyperparameters fixed based on a configuration-specific
optimization procedure using seed 42, and performance aggregated over ten independent
runs (seeds 1–10) using trimmed F1-score statistics. All reported random seeds affect only
data splitting and model training, including initialization and optimization stochasticity.
Graph-derived signals were computed deterministically for a given graph and are held
fixed across all runs.

To assess the robustness and statistical relevance of observed performance differ-
ences, we additionally applied paired McNemar significance tests at a significance level of
p ≤ 0.05; we summarize the results across random seeds by counting statistically significant
improvements and deteriorations per classifier–signal configuration.

The results are presented at multiple levels of aggregation. We first analyze overall
performance trends across graph signal categories, followed by classifier-specific effects,
stability across random seeds, and statistical significance patterns. Graph signals are
grouped into conceptual categories, namely centrality, cohesion, community, proximity,
spectral, and structural, as well as a separate category of GNN-based representations.
Category-level results were obtained by explicitly concatenating all individual graph
signals within a category, as described in Section 3. In addition, detailed results for all
24 individual graph signals are reported in Appendix B, with corresponding variability
statistics provided in Appendix C.

For aggregated performance comparisons across classifiers, we exclude Naive Bayes
from classifier-averaged aggregates and report averages over the remaining classifiers.
Naive Bayes results are nevertheless shown in all tables for completeness and transparency,
allowing readers to inspect the behavior of a classical probabilistic baseline under graph-
augmented feature spaces. Due to its conditional independence assumption, Naive Bayes is
inherently limited in leveraging correlated and interaction-based feature structures induced
by graph-derived signals. This leads to performance behavior on a markedly different scale
compared to the other evaluated classifiers, which in turn can bias cross-classifier aggre-
gates. As a result, it is less informative for aggregated comparisons aimed at summarizing
trends across classifiers with broadly comparable modeling assumptions. For completeness,
classifier-averaged results including Naive Bayes are provided in Supplementary Section S5.
These do not alter the overall conclusions of the study.

In the following, Section 8.2 focuses on aggregated performance trends across graph
signal categories. Sections 8.3 and 8.4 analyze classifier-specific effects and stability
across random seeds, respectively. A formal statistical significance analysis is provided in
Section 8.5, followed by a robustness study under graph perturbations in Section 8.6.

8.2. Overall Performance Impact of Graph Signals

Across all evaluated classifiers included in the aggregated analysis, the integration of
graph-derived signals leads to consistent performance improvements over the transaction-
only baseline. Figure 2 summarizes the average F1-score improvements across graph signal
categories relative to the transaction-only baseline. Averaged over classifiers and random
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seeds, most graph signal categories yield positive gains in F1-score, indicating that relational
information captured from the transaction network provides complementary predictive
power beyond node-local transaction features. The detailed per-classifier performance
across all signal categories is shown in Figure 3 (F1-scores with standard deviations),
revealing consistent improvements for most model–signal combinations. For a fine-grained
breakdown of results across all 24 individual graph signals and classifiers, see Appendix B
(mean F1-scores) and Appendix C (standard deviations across seeds).
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Figure 2. Average F1-score improvements across graph signal categories relative to the transaction-
only baseline, aggregated over classifiers and random seeds (trimmed aggregation).
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Figure 3. Per-classifier F1-scores across graph signal categories. Cell values report mean F1-scores
with standard deviations across random seeds. Bold values highlight the average F1 improvement
over the transaction-only (TRX) baseline. Color intensity indicates relative performance differences
with respect to the transaction-only (TRX) baseline (green = improvement, red = degradation).

Among all evaluated categories, GNN-derived representations achieve the strongest
average performance gains. Notably, GNNs are the only method class in this study that
explicitly incorporate feature information from neighboring nodes during representation
learning. While GNN-derived representations achieve the strongest average performance,
the upper-bound analysis in Supplementary Materials (Figure S1 in Section S3) shows that
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proximity-based graph signals achieve the highest absolute F1-score across all evaluated
graph signal categories.

Proximity- and community-based signals consistently outperform purely structural or
spectral representations. This pattern aligns with the intuition that relational closeness and
shared transactional context are particularly informative in fraud detection settings, where
illicit activity often propagates through localized neighborhoods. Although proximity-
and community-based signals are treated as distinct categories in our taxonomy, both
encode aspects of relational closeness at different levels of abstraction. The stronger perfor-
mance of proximity-based representations suggests that modeling relational proximity in a
continuous and fine-grained manner can provide richer information than discrete group
assignments in this setting.

Overall, these results show that graph-based augmentation is generally beneficial
in this setting, while also highlighting that performance gains are strongly dependent
on the type of relational information being incorporated. In particular, representations
that explicitly capture relational proximity and neighborhood context tend to yield the
most pronounced improvements, whereas more global or purely structural descriptors
provide only limited additional benefit. While these average performance gains provide
a first indication of the benefits of graph-derived signals, their statistical reliability and
robustness are examined in the following sections, including a formal significance analysis
in Section 8.5.

8.3. Classifier-Specific Effects

Building on the aggregated category-level trends shown in Figure 2, which summarize
average effects across classifiers, we analyze how graph signal effectiveness varies across
individual classifiers, as shown in Figure 3, reflecting differences in model capacity and
inductive bias.

Before turning to classical classifiers, we briefly discuss the role of GNN-derived repre-
sentations, which serve as a key source of graph signals in our evaluation. To contextualize
the performance of GNN-derived representations, we additionally compare end-to-end GNN
models with configurations where fixed node embeddings extracted from the trained GNN
encoders are concatenated with transaction-level features and processed with classical tabular
classifiers. While end-to-end GNNs achieve strong predictive performance on the Elliptic
dataset, the corresponding embedding-based configurations yield higher average F1-scores
when combined with optimized tabular models. This observation suggests that, in the evalu-
ated setting, GNNs primarily serve as effective representation learners, whereas downstream
tabular classifiers provide more flexible decision boundaries under severe class imbalance. Im-
portantly, this comparison is intended as an interpretative aid rather than a direct architectural
comparison, as both approaches are evaluated under different modeling assumptions.

Tree-based ensemble models, particularly Random Forests and XGBoost, exhibit
strong and stable performance gains across most graph signal categories. This behav-
ior is consistent with the ability of tree-based ensembles to handle heterogeneous and
partially redundant feature sets, which may facilitate the effective integration of com-
plementary graph-derived signals. These models benefit consistently from additional
structural features, with improvements observed across centrality, community, proximity,
and GNN-based representations. This observation is consistent with recent findings in
tabular machine learning, which show that tree-based ensemble models often outperform
deep learning approaches when combined with informative feature representations, due to
their robustness to heterogeneous feature scales and their ability to exploit complementary
feature interactions [4]. SVCs show substantial relative improvements over the transaction-
only baseline across multiple graph signal categories. However, these improvements are
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accompanied by increased variability, indicating higher sensitivity to both feature selection
and random initialization.

Linear models such as LR and shallow neural models (MLPs) display moderate but
robust improvements, suggesting that even comparatively simple classifiers can exploit
graph-derived signals when properly optimized. In contrast, Naive Bayes classifiers show
minimal sensitivity to graph augmentation, with performance remaining largely unchanged
across signal categories. Overall, these results highlight that the effectiveness of graph-
derived signals depends on the choice of downstream classifier, and that models with higher
expressive capacity tend to benefit more consistently from additional relational information.

8.4. Stability and Variance Across Random Seeds

To assess the stability of observed improvements, we analyzed the variability in
F1-scores across random seeds. Across most classifiers and graph signal categories, the stan-
dard deviation of performance remains comparable to or lower than the standard deviation
observed for the transaction-only baseline. Observed variability is generally low, with stan-
dard deviations typically remaining in the range of a few thousandths in F1-score. Figure A2
reports the standard deviation of F1-scores across random seeds for individual graph sig-
nals and classifiers. Consistent patterns are observed when variability is aggregated at the
graph signal category level (see Figure 2), confirming that stability trends persist beyond
individual signal realizations. Observed performance improvements generally exceed
the corresponding run-to-run variability, indicating that effect sizes are not dominated by
random fluctuations.

This observation suggests that performance gains introduced by graph signals are not
driven by favorable random initializations or specific data splits. Instead, the consistently
low variance across runs indicates that graph augmentation yields reliable and reproducible
improvements within the evaluated setting. In several cases, graph augmentation even
reduces variability, indicating a stabilizing effect on model behavior. An exception is
observed for SVCs combined with certain centrality-based signals, which exhibit increased
variance. Nevertheless, the overall pattern indicates that improvements induced by graph-
derived signals are generally robust and reproducible across runs.

8.5. Statistical Significance Analysis

To statistically validate the observed performance gains, we conducted paired Mc-
Nemar tests to assess whether observed improvements are statistically significant across
random seeds, following the paired, run-level testing method described in Section 3.
Figure 4 visualizes the aggregated McNemar test outcomes at the graph signal category
level, summarizing the number of statistically significant improvements versus degrada-
tion levels across classifiers. The top row summarizes net significance patterns across all
classifiers, revealing that significant improvements dominate significant degradation levels
for all examined graph categories, with GNN-derived representations, proximity-based
embeddings, and community-based signals exhibiting the strongest and most consistent
dominance of significant improvements over degradations.

Overall, these results confirm that the observed performance gains from graph-derived
signals are not only numerically meaningful but also statistically reliable under paired,
run-level significance testing. Appendix D provides a fine-grained, per-signal breakdown
of McNemar test outcomes across classifiers and runs on a signal level.
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Figure 4. Aggregated McNemar test outcomes for graph signal categories across classifiers. Each
cell represents the balance of statistically significant improvements (p ≤ 0.05) versus degradation.
Darker green shades indicate higher frequencies of significant performance gains, while darker red
shades indicate more frequent significant degradations relative to the transaction-only baseline.

8.6. Robustness Under Graph Perturbations

This section reports the results of the edge-dropping robustness experiments intro-
duced in Section 7.6. All graph-derived signals were computed on randomly sparsified
transaction graphs with 25% and 50% edge removal, while all other aspects of the experi-
mental setup remained unchanged. To ensure comparability across perturbation levels, all
classifiers were evaluated using the previously determined optimal hyperparameters.

Figure 5 illustrates the average ∆F1 relative to the transaction-only baseline across
graph signal categories as a function of increasing edge removal aggregated across clas-
sifiers. Additional details are reported in Appendix E, where detailed result matrices
for each edge removal level are provided in Figures A5 and A6, and classifier-specific
robustness trends are illustrated in Figure A7. As illustrated in Figure 5, increasing edge
removal leads to distinct degradation profiles across graph signal categories, indicating
that robustness under structural perturbation varies substantially across different types of
graph-derived signals.
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Figure 5. Average ∆F1 relative to the transaction-only baseline across graph signal categories under
increasing edge removal.
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Proximity-based signals exhibit the steepest performance degradation under edge
removal, with average F1-score improvements declining rapidly as the graph becomes
sparser. This behavior indicates a strong dependence on multi-hop neighborhood structure,
which is particularly sensitive to random edge deletion.

Community-based signals show a more gradual but consistent decrease in perfor-
mance, suggesting moderate robustness under structural degradation. While these signals
remain beneficial under mild perturbations, their effectiveness diminishes as community
structure becomes increasingly fragmented.

Cohesion- and centrality-based signals display relatively mild degradation on av-
erage; however, their robustness is not uniform across classifiers (see Figure A7 in
Appendix E). For some downstream models, these signals remain stable under moderate
edge removal, whereas for others, their contribution deteriorates, indicating classifier-
dependent sensitivity.

Structural embeddings exhibit heterogeneous robustness behavior. While certain
classifiers retain stable or only mildly degraded performance under edge removal, others
show notable declines, highlighting that robustness for this category depends strongly
on the interaction between the embedding method and the downstream classifier (see
Figure A7 in Appendix E).

In contrast, GNN-derived representations demonstrate the strongest overall robustness
across perturbation levels. Although performance declines with increasing edge removal,
GNN-based signals consistently retain positive improvements relative to the transaction-
only baseline, even under substantial graph sparsification.

The observed degradation patterns are consistent with the type of structural infor-
mation encoded by each signal category. As illustrated in Figure 5, proximity-based
embeddings exhibit the steepest performance decline. This higher sensitivity is theoret-
ically expected, as these methods rely heavily on local neighborhood connectivity and
random-walk co-occurrence statistics, which are systematically disrupted by random edge
removal. Removing edges alters short-range paths and local transition probabilities that
are fundamental to these representations.

In contrast, community-based and structural-role signals show more gradual degrada-
tion (for example, community-based signals in Figure 5 maintain a positive ∆F1 even at
50% removal). This relative stability aligns with their design, as they capture more global
or mesoscale graph properties (such as cluster membership or structural roles) that are less
dependent on individual edges and therefore more robust under moderate random per-
turbations. These differences are consistent with the taxonomy-driven categorization and
provide a principled explanation for the robustness patterns observed in our experiments.

Overall, these results show that robustness under graph perturbations is highly signal-
and classifier-dependent. Categories exhibiting similar average performance under the
full graph can differ markedly in their sensitivity to structural degradation, underscoring
the importance of evaluating robustness alongside effect size when assessing the practical
utility of graph-derived signals.

9. Discussion
The results presented in Section 8 provide the empirical basis for addressing the re-

search questions posed in the Introduction. In this section, we synthesize these findings to
answer the research questions by relating performance, robustness, and interpretability pat-
terns to different categories of graph-derived signals in the considered application setting.

Specifically, this discussion examines whether graph-derived signals provide statisti-
cally reliable performance improvements over transaction-only baselines and how these
effects vary across signal categories (RQ1), how robust the observed performance gains are
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under controlled graph perturbations (RQ2), and to what extent a taxonomy-driven organi-
zation of graph signals supports interpretable, category-level insights into characteristic
fraud-related patterns (RQ3).

The experimental results presented in Section 8 were obtained from a deliberately
controlled and statistically grounded evaluation method (SEM). By flexibly combining
taxonomy-driven graph signal integration, automated hyperparameter optimization, multi-
seed evaluation, and formal significance testing, the proposed evaluation method en-
ables reliable, comparable, and interpretable assessment of graph-derived signals for
tabular learning.

This study set out to systematically evaluate whether, and under what conditions,
graph-derived signals provide measurable, statistically reliable, and robust performance
benefits for graph-augmented tabular machine learning. Considering fraud detection on
transaction networks as a case study, the results provide convergent evidence that incorpo-
rating relational information yields consistent and statistically significant improvements
over transaction-only baselines. At the same time, they reveal that the magnitude, stabil-
ity, and robustness of these gains depend strongly on the type of graph-derived signal,
the downstream classifier, and the quality of the underlying graph structure.

9.1. Effectiveness of Graph-Derived Signals

Across classifiers, graph signal categories, and individual graph signals, the integra-
tion of graph-derived signals leads to consistent and statistically reliable improvements
over the transaction-only baseline, with gains observed across the large majority of evalu-
ated classifier–signal combinations rather than being confined to isolated configurations.
This indicates that relational information captured from the transaction graph provides
complementary predictive power beyond node-local transaction features.

From a qualitative perspective, the effectiveness of graph-derived signals is strongly
influenced by the type of relational information they encode. Signals that encode local rela-
tional proximity and neighborhood context emerge as particularly beneficial in this setting.
This observation aligns with the intuition that illicit behavior in transaction networks often
propagates through localized neighborhoods, making proximity-aware representations
well suited for fraud detection tasks. In contrast, more global or frequency-based represen-
tations provide only limited additional benefit, suggesting that not all forms of structural
information are equally informative for this application domain.

Although proximity- and community-based signals are treated as distinct categories
within the proposed taxonomy, both capture aspects of relational closeness at different levels
of abstraction. The stronger performance of proximity-based representations suggests that
modeling relational proximity in a continuous and fine-grained manner can convey richer
information than discrete group assignments in the evaluated fraud detection setting. This
highlights the importance of considering not only which structural properties are encoded,
but also how they are represented when assessing the utility of graph-derived signals.

Altogether, these findings show that the effectiveness of graph-based augmentation is
closely linked to the alignment between signal type, representation granularity, and the
relational characteristics of the underlying task.

9.2. Classifier-Specific Interactions and Model Capacity

The effectiveness of graph signals varies substantially across classifiers, reflecting
differences in model capacity and inductive bias. Tree-based ensemble models, particularly
Random Forests and XGBoost, benefit most consistently from graph-based augmentation.
These models are well suited for exploiting heterogeneous, potentially redundant feature
sets and exhibit stable improvements across nearly all graph signal categories. These

https://doi.org/10.3390/app16052624

https://doi.org/10.3390/app16052624


Appl. Sci. 2026, 16, 2624 26 of 38

findings align with broader evidence that, in tabular learning settings, model performance
is often driven more by feature quality than by architectural complexity [4]. While this
prior work highlights the general importance of feature quality in classical tabular learning,
it does not address how relational information from graphs can be systematically evaluated
when multiple graph representation strategies are available. In practice, graph-derived
features are often selected in an ad hoc manner or replaced entirely by end-to-end GNN
models without systematically assessing their statistical reliability, robustness, or repro-
ducibility. Our work addresses this need by introducing a taxonomy-driven and statistically
grounded evaluation protocol for graph-derived signals in tabular learning.

SVCs show pronounced relative improvements over the transaction-only baseline
across many graph signal configurations. However, these gains are accompanied by
increased variability across random seeds, reflecting the known sensitivity of support
vector machine (SVM)-based models to data splits, feature scaling, and hyperparameter
settings. While graph signals can substantially enhance SVC performance, these results
underscore the importance of careful model tuning and stability analysis when using
margin-based classifiers in graph-augmented settings.

Linear models and shallow neural networks display more moderate but robust im-
provements, suggesting that even comparatively simple classifiers can benefit from rela-
tional information when graph-derived signals are appropriately constructed. In contrast,
Naive Bayes classifiers exhibit minimal sensitivity to graph augmentation, indicating lim-
ited compatibility between conditional independence assumptions and graph-derived
signal representations.

9.3. Stability, Variability, and Robustness

Beyond average performance gains, the stability of graph-augmented models across
random seeds is a critical consideration. The results demonstrate that standard deviations
of F1-scores remain low across most classifiers and graph signal categories, typically on
the order of a few thousandths. In many cases, graph augmentation even reduces run-to-
run variability relative to the transaction-only baseline, indicating a stabilizing effect on
model behavior.

Importantly, graph signal categories exhibiting similar average performance under the
full graph can differ markedly in their robustness to structural perturbations, highlighting
that average effect size alone is insufficient for assessing practical utility without explicit
robustness evaluation. From a practical perspective, these findings imply that the choice of
graph-derived signals should be informed not only by average performance under ideal
graph conditions, but also by the expected level of noise, incompleteness, or uncertainty
in the underlying graph structure. Robustness patterns vary substantially across graph
signal categories and perturbation levels, underscoring the importance of signal-type-
aware robustness evaluation when selecting graph-derived indicators for downstream
tasks. Observed performance gains generally exceed corresponding run-to-run variability,
suggesting that improvements reflect systematic effects of incorporating relational infor-
mation rather than random fluctuations. Finally, the results indicate that the benefit of
graph-derived signals is not entirely classifier-invariant, suggesting that signal selection
and classifier choice should be considered jointly when designing graph-augmented tabular
learning pipelines.

9.4. Statistical Significance of Performance Improvements

Paired McNemar significance tests provide a statistical assessment of performance
differences between graph-augmented models and transaction-only baselines. Across a
large number of paired comparisons arising from the multi-classifier, multi-signal-group,
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and multi-seed evaluation setup introduced in Section 3, a substantial majority of com-
parisons yield statistically significant improvements over the transaction-only baseline.
This pattern persists when results are aggregated at both the graph signal category level
and the individual signal level, indicating that beneficial effects are systematic rather
than incidental.

Proximity-based and GNN-derived representations exhibit particularly strong and
consistent significance patterns, while spectral features show mixed outcomes, aligning
with their limited average performance improvements. Importantly, significant degrada-
tions are rare overall and occur primarily in isolated classifier–signal combinations rather
than as systematic trends.

9.5. Interpretation and Methodological Implications

The findings of this study demonstrate that incorporating graph-derived signals into
tabular learning pipelines yields statistically significant and reproducible performance
improvements in the context of cryptocurrency transaction fraud detection. From a method-
ological perspective, SEM enables a systematic and taxonomy-driven integration of diverse
graph-derived signals into tabular learning pipelines. Flexible signal grouping, controlled
hyperparameter optimization, and formal statistical evaluation allow practitioners to iden-
tify which types of graph signals yield statistically significant and stable benefits for a given
downstream task. In particular, the results highlight the importance of selecting graph
signal types that align with the structural characteristics of the target problem, as both per-
formance impact and robustness under structural perturbations vary substantially across
signal categories.

Moreover, the inclusion of controlled structural perturbations provides a practical
mechanism to assess how different graph signal categories respond to incomplete or
degraded graph structure. The observed heterogeneity in degradation patterns underscores
that robustness is highly dependent on signal type and should be considered explicitly
during signal selection.

In the evaluated cryptocurrency transaction fraud setting, GNN-based representations
achieve the strongest overall performance gains. Notably, GNNs are the only class of
methods considered in this study that explicitly incorporate feature information from
neighboring nodes during representation learning. While multiple factors may contribute
to their effectiveness, this observation highlights the potential relevance of local relational
context in this application domain.

Beyond GNN-based representations, proximity-based and community-oriented graph
signals also exhibit strong and consistent performance improvements, suggesting that
relational closeness and mesoscopic grouping information are particularly informative.
In contrast, purely structural or spectral representations show more heterogeneous effects.
Importantly, these observations are specific to the analyzed transaction network and should
not be interpreted as a general ranking of graph signal types across domains.

Beyond predictive performance, the taxonomy-driven evaluation of graph signal
categories provides a basis for the pattern-oriented analysis of downstream tasks. By ex-
amining which types of graph-derived signals yield consistent and robust improvements,
the evaluation method supports high-level interpretations of which structural aspects of
the graph are informative for the task, such as fraud detection in transaction networks.

To complement the taxonomy-driven performance analysis with model-level expla-
nations, we conducted a feature importance analysis using SHAP (SHapley Additive
exPlanations) [47]. This post hoc analysis provides insights into which families of graph-
derived signals are most influential for the final model decisions. Detailed results and
methodological notes are provided in the Supplementary Materials, Section S4.
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Beyond these model-level insights, it is important to distinguish between the generality
of the proposed framework and the task-specific nature of the empirical findings. The
proposed evaluation method is intended as a general and transferable framework for
supervised learning on graph-structured data, whereas the empirical findings reported
here are necessarily tied to the characteristics of the analyzed transaction network fraud
detection task. The relative effectiveness and robustness of specific graph signal categories
depend on task-specific factors such as relational structure, task-relevant structural patterns,
and data quality. The aim of this study is therefore not to establish universal rankings of
graph-derived signals, but to demonstrate how statistically grounded and taxonomy-driven
evaluation can be conducted in a controlled setting. Applying the framework to other
tasks and datasets may yield different performance patterns, which can be systematically
analyzed using the same methodology.

9.6. Practical Implications and Business Value

The empirical results of this study have direct practical implications for fraud de-
tection systems operating under severe class imbalance and regulatory constraints. They
demonstrate that explicitly extracted graph-derived signals can yield consistent and sta-
tistically significant improvements in fraud detection performance when integrated into
classical tabular machine learning pipelines, improving both precision and recall, which are
critical performance dimensions in financial crime detection. From a practical perspective,
the primary contribution of the proposed evaluation method lies not in prescribing a fixed
ranking of graph signal types for a given application task but in providing a systematic
and statistically grounded procedure to assess their utility for a given downstream task.

As demonstrated in the presented fraud detection case study, the relative effective-
ness, stability, and robustness of graph-derived signals vary substantially across signal
categories and classifiers. Importantly, these patterns are task-dependent and should not
be assumed to generalize across application domains. The proposed evaluation method
enables practitioners to identify, under controlled experimental conditions, which types
of graph-derived signals provide statistically significant and robust benefits for their spe-
cific task, data characteristics, and operational constraints. In practical terms, this implies
that signal selection should account for known data quality constraints of the application.
For example, in settings where transaction graphs are expected to be incomplete or partially
observed, such as when access to certain transaction channels is limited, the results of our
case study suggest that placing greater emphasis on more coarse-grained or role-based
graph signal categories may yield more stable performance than relying primarily on
proximity-based signals, which exhibited pronounced sensitivity to graph perturbations.

In regulated environments, interpretability and auditability are often as important as
predictive performance. Several graph signal categories that perform particularly well in
the evaluated setting, such as community-based indicators, are inherently interpretable
and provide transparent representations of relational structure. This facilitates signal-
level transparency and model auditability without relying on opaque end-to-end graph
neural architectures.

Finally, the robustness experiments in our case study highlight that different graph sig-
nal categories exhibit markedly different sensitivity to incomplete or degraded graph struc-
ture. In the evaluated fraud detection setting, this allows practitioners to identify which
types of graph-derived signals remain informative when transaction graphs are sparse,
partially observed, or subject to data loss. The proposed evaluation method therefore pro-
vides a principled mechanism to assess, for a given downstream task, which graph-derived
signals retain predictive utility under an incomplete or degraded graph structure.
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9.7. Limitations and Future Directions

While the proposed evaluation method and taxonomy-driven analysis were intended
to be generic and applicable to a broad range of graph-augmented tabular learning tasks,
the empirical results presented in this study were obtained from a single large-scale cryp-
tocurrency fraud detection benchmark. Consequently, the quantitative performance gains,
robustness patterns, and relative effectiveness of different graph signal categories should
be interpreted in the context of this specific application setting.

Different application tasks may exhibit different relational structures, label generation
processes, and noise characteristics, which can lead to different relative usefulness of
graph signal categories and graph patterns. The proposed evaluation method is designed
to support such task-specific assessment rather than to establish universal rankings of
graph-derived signals.

At the same time, the Elliptic dataset constitutes a challenging and representative real-
world benchmark, characterized by strong relational dependencies, severe class imbalance,
temporal non-stationarity and regime shifts in fraud activity over time, as well as noisy
graph structure. These properties make it well suited for stress-testing the statistical relia-
bility and robustness of graph-derived signals. The observed patterns, such as the strong
effectiveness of proximity-based signals and their pronounced sensitivity to graph pertur-
bations, are therefore indicative of how different types of graph-derived signals behave
under realistic conditions, rather than being benchmark-specific performance claims.

Importantly, the primary contribution of this work lies not in the absolute performance
levels achieved on this dataset, but in the systematic, statistically grounded evaluation
method and taxonomy-driven perspective. These components are directly transferable to
other application domains and datasets, enabling comparable analyses of graph-derived
signals beyond the specific case study considered here.

From a practical perspective, future work will further increase the degree of protocol
automatization to reduce configuration effort and facilitate use in new domains. This
includes higher-level wrappers and templates for dataset ingestion and signal selection,
as well as more streamlined and user-friendly execution of the full pipeline from signal
generation to statistical validation and robustness analysis.

The set of graph-derived signals evaluated within each category is necessarily non-
exhaustive. Although representative signal types are selected to cover a broad spectrum of
structural information, additional graph signals and alternative formulations may further
enrich the analysis. Extending the set of signal representatives per category may provide
finer-grained insights into category-internal variability.

Several design choices were made to prioritize comparability and statistical rigor,
which also introduce constraints; graph signals were computed deterministically and fixed
across random seeds, enabling clean paired comparisons across classifiers and evaluation
runs. However, this setup did not explicitly capture additional uncertainty arising from
alternative graph construction procedures or stochastic graph signal generation. Similarly,
while hyperparameter optimization was applied consistently across models, broader hy-
perparameter spaces, additional optimization trials, or alternative optimization objectives
may further improve absolute performance.

Despite extensive measures to mitigate variability, including automated hyperparam-
eter optimization, multiple random seeds, diverse classifier families, formal significance
testing, and trimmed performance aggregation, residual stochastic effects, and dataset-
specific biases may still contribute to the observed results, as in all empirical machine
learning studies.

Finally, we note that the proposed taxonomy constitutes an abstraction of a continuous
and heterogeneous design space. While the categories capture distinct types of structural
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information, boundaries between categories are not always strict, and certain graph signals
may exhibit characteristics of multiple groups. The taxonomy is therefore intended as a
practical organizing scheme rather than a rigid classification.

Future work may extend the proposed evaluation method along several directions,
including evaluating additional graph signal representatives and classifier families, incor-
porating stochastic or task-adaptive graph signal generation, extending robustness analysis
to dynamic or temporally evolving graphs, and exploring alternative evaluation methods
beyond binary fraud detection. More generally, the proposed evaluation method provides
a foundation for the systematic and extensible benchmarking of graph-derived signals
under controlled experimental conditions.

10. Conclusions
This paper introduces a systematic, taxonomy-driven evaluation method (SEM) for

assessing graph-derived signals in tabular machine learning. The proposed evaluation
method provides a conceptual framework that enables a structured and interpretable
comparison across fundamentally different types of relational information. The method
combines multi-seed statistical evaluation, formal significance testing, and robustness
analysis under graph perturbations to enable fair and reliable comparisons.

Applied to a large-scale cryptocurrency fraud detection case study, the taxonomy-
guided method yields three key insights. First, while graph-derived signals consistently
provide statistically significant improvements over tabular baselines, their effectiveness
varies substantially across the distinct categories defined by the taxonomy. Proximity-based
and GNN-derived signals emerge as particularly impactful, suggesting that localized re-
lational patterns are highly discriminative for fraud detection. Second, robustness under
structural perturbations is highly signal-dependent, revealing distinct degradation profiles
per category. For instance, while proximity-based signals perform well on the complete
graph, they degrade rapidly under edge removal, making them less suitable for applications
with incomplete or noisy transaction data. Third, the taxonomy-driven analysis provides in-
terpretable insights by linking these highly discriminative signal categories to characteristic
structural fraud patterns, such as the reliance on localized transaction neighborhoods.

Overall, this work demonstrates the importance of assessing graph-derived signals
using statistically grounded evaluation criteria beyond average performance comparisons.
Accordingly, meaningful evaluation requires the effect size, statistical reliability, and ro-
bustness under structural uncertainty to be considered jointly, capturing complementary
aspects of signal utility. Moreover, these aspects should not be conflated when assessing
practical applicability. The proposed taxonomy further facilitates interpretable insights in
applied domains. Using fraud detection as a representative case study, we show how the
proposed evaluation method enables principled and reproducible assessment of the condi-
tions under which graph-derived signals provide measurable value for tabular machine
learning models.

Methodologically, SEM provides an application-agnostic framework for the informed
selection of graph signals based on complementary criteria such as performance, statistical
reliability, and robustness. In practical applications, this enables practitioners to make
evidence-based decisions about which graph-derived information to extract and incorpo-
rate for reliable performance improvements, instead of relying on ad hoc experimentation
or intuition.

By systematically identifying signals that are not only accurate but also stable under
perturbations, SEM helps reduce the risk of deploying models that depend on fragile rela-
tional patterns. Because the full pipeline is openly available and configurable, the method
can be readily transferred to other domains where data can be represented as graphs,
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supporting more reliable and transparent graph-augmented machine learning workflows
in practice.
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Appendix A. Illustrative Example of Applying SEM
To illustrate how the Systematic Evaluation Method (SEM) can be applied in practice,

this appendix presents a simplified, domain-neutral example. The goal is to demonstrate
the sequence of steps and the logic of the protocol rather than to provide a realistic dataset
or optimized results.

Scenario.
Consider a node classification task on a small network. Nodes represent entities (e.g.,

users, devices, or organizations), and edges represent relationships or interactions between
them. The task is to predict a binary label for each node, such as risk vs. non-risk or relevant
vs. non-relevant.

1. Stage 1: Input Preparation. The input consists of (i) a graph structure, (ii) basic tabular
node attributes (for example, activity count and average interaction value), and (iii)
labels for supervised learning. At this stage, the data are prepared in a consistent
format, and a fixed train–test splitting strategy is defined. For illustration, consider a
tiny graph with four nodes and five edges. Two nodes may be used for training, one
for validation, and one for testing. To ensure reproducibility, the split is defined by a
fixed random seed.

2. Stage 2: Graph Signal Generation. Next, several graph-derived signals are constructed.
For example, one might compute simple neighborhood statistics (e.g., number of
neighbors), proximity-based measures (e.g., distance to labeled nodes), or community-
related indicators. These signals represent different types of structural information
encoded in the graph.
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In practice, SEM stores such signals as reusable feature artifacts (e.g., in Parquet
format), allowing the same signals to be evaluated across multiple classifiers with-
out recomputation.

3. Stage 3: Standardized Feature Artifacts. The generated graph signals are combined
with the tabular attributes to form augmented feature sets. All feature sets are stan-
dardized and aligned with identical data splits to ensure fair comparisons across con-
figurations.

4. Stage 4: Controlled Supervised Evaluation. A supervised classifier is trained on
the baseline tabular features and on the augmented feature sets. Hyperparameters
are optimized on validation data and then fixed. The evaluation is repeated across
multiple random seeds to quantify performance variability.

5. Stage 5: Statistical Validation. To assess whether observed differences are meaning-
ful, SEM applies paired statistical tests that compare predictions from baseline and
graph-augmented models on the same test instances. This helps determine whether
improvements are statistically reliable rather than due to random variation.

6. Stage 6: Robustness Analysis. To simulate realistic conditions, the graph can be per-
turbed, for example by randomly removing a fraction of edges (e.g., 25%). The eval-
uation is then repeated to examine which signals remain stable under degraded
data conditions.

Outcome.
The final SEM output is not only a performance ranking but a structured assessment

of which types of graph-derived signals provide statistically significant and robust benefits.
This allows practitioners to make informed decisions about which structural information
is most useful for their specific application. For instance, the analysis might reveal that
neighborhood-based signals consistently improve performance, while certain community
signals show higher sensitivity to missing edges.

Remark.
While simplified, this example illustrates how SEM can be transferred to many do-

mains where relational data can be represented as graphs. The same logic applies whether
the network represents transactions, social interactions, biological relations, or communica-
tion patterns.

Appendix B. Mean F1-Score per Individual Graph Signal
We analyzed the distribution of performance changes across all classifier–graph

signal combinations, as illustrated in Figure A1. Out of 144 evaluated combinations
(6 classifiers × 24 graph signals), 123 (85.4%) yield an improvement in F1-score relative to
the transaction-only baseline, while only 21 (14.6%) result in a decrease. Averaged across
all graph signal combinations, graph augmentation leads to a mean F1-score increase of
+0.031, indicating that performance gains are not confined to isolated configurations but
occur consistently across models and signal types. The corresponding variability of these
performance estimates across random seeds is reported in Appendix C, allowing effect
magnitude and stability to be assessed jointly.
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Centrality Cohesion Community Proximity Spectral Structure GNN

Figure A1. Mean F1-scores across classifiers and graph signals. Cell values report the mean F1-score
aggregated over the trimmed middle eight runs. Color intensity indicates relative performance
differences with respect to the transaction-only baseline (green = improvement, red = degradation).

Appendix C. Standard Deviation per Individual Graph Signal
This appendix reports the standard deviation of F1-scores across random seeds for

each classifier–graph signal combination. Together with the mean performance values in
Appendix B, these results support the stability of graph-derived signals to be assessed
alongside their average effect size.
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Figure A2. Standard deviation of F1-scores across random seeds. Values report the standard deviation
of F1-scores over the trimmed middle eight runs. Darker shading indicates higher variability. Graph
signals are grouped by category.

Appendix D. Statistical Significance Assessment via McNemar Tests per
Individual Signal

Across all evaluated configurations, a total of 1440 paired comparisons were conducted
(6 classifiers × 24 graph signals × 10 random seeds). Of these, 628 comparisons (43.6%)
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show a statistically significant improvement over the transaction-only baseline at a significance
level of p ≤ 0.05, whereas only 101 comparisons (7.0%) exhibit a significant degradation. This
asymmetry indicates a strong overall bias toward beneficial effects of graph-based augmentation.
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Figure A3. Signal-level aggregation of McNemar test outcomes across classifiers and runs (p ≤ 0.05).
Cells show the number of statistically significant improvements versus degradations (#better/#worse)
for each classifier and graph signal combination, aggregated over ten random seeds. Color intensity
reflects the net balance between improvements and degradations.

Appendix E. Robustness Analysis Under Graph Perturbations
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Figure A4. Performance comparison under structural graph perturbations with 0% edge removal
(transaction-only reference). Cell values report mean F1-scores with standard deviations across
random seeds. Bold values highlight the average F1 improvement over the transaction-only (TRX)
baseline. Color intensity indicates relative performance differences with respect to the transaction-
only (TRX) baseline (green = improvement, red = degradation).
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Figure A5. Performance comparison under moderate structural degradation with 25% random
edge removal (transaction-only reference). Cell values report mean F1-scores with standard deviations
across random seeds. Bold values highlight the average F1 improvement over the transaction-
only (TRX) baseline. Color intensity indicates relative performance differences with respect to the
transaction-only (TRX) baseline (green = improvement, red = degradation).
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Figure A6. Performance comparison under stronger structural degradation with 50% random
edge removal (transaction-only reference). Cell values report mean F1-scores with standard deviations
across random seeds. Bold values highlight the average F1 improvement over the transaction-
only (TRX) baseline. Color intensity indicates relative performance differences with respect to the
transaction-only (TRX) baseline (green = improvement, red = degradation).
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Figure A7. Classifier-specific robustness trends illustrating how average ∆F1 improvements relative
to the transaction-only baseline evolve under increasing levels of random edge removal (0%, 25%,
50%) for different graph signal categories.
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